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Abstract of the contribution: Proposes solution for supporting security beyond hop-by-hop security for Layer-3 UE-to-Network Relay.
1. Background
In clause 6.6.1 of TR 23.752 for the solution to KI#3, UE-to-Network Relay, the below text is provided on security support for L3 UE-to-Network relay:

Hop-by-hop security is supported in the PC5 link and Uu link. If there are requirements beyond hop-by-hop security for protection of Remote UE's traffic, security over IP layer needs to be applied.

Further security details (integrity and privacy protection for remote UE-Nw communication) will be specified in SA WG3.
If there is a need for the end-to-end security for the data transmitted over UE-to-NW relay, e.g. required by certain applications, IP layer security can be used. One solution is to leverage the design of “untrusted non-3GPP access to 5GC via N3IWF”that is also used for PLMN access from SNPN in release 16. That is the N3IWF can be enhanced to support ProSe UE-to-NW Relay as another access type in addition to WLAN access or 3GPP SNPN access and support the Remote UE to setup a PDU session with 5GC via N3IWF. As the support of the N3IWF has already been specified in Rel-15 and Rel.16, the impact of this solution to UE and 5G system is minimum. 
2. Proposal
It is proposed to document the text below as a solution for supporting end-to-end security for L3 UE-to-NW Relay solution for Key Issue #3 in TR 23.752. 
>>>>Start Changes<<<<
6.x
Solution #x: End-to-End security for Layer-3 UE-to-Network Relay using N3IWF
6.x.1
General Description

This is a solution to support end-to-end security for Remote UE traffic transmitted using Layer-3 UE-to-Network Relay. It can be used for both public safety services and commercial services (e.g. interactive service). The solution is optional and complementary to base line Layer-3 UE-to-Network Rleay solutions, e.g. as described in clause 6.6. It can be used by the Remote UE for the services that requires end-to-end traffic confidentility and/or IP address preservation.  
To provide end-to-end security for the remote UE traffic, the design of “untrusted non-3GPP access to 5GC via N3IWF” in clause 4.2.8 of TS 23.501 [6] or “Access to PLMN services via stand-alone non-public networks” in clause 5.30.2.7 of TS 23.501 [6] is leveraged. Remote UE follows the procedures defined in TS 23.502 [8] clause 4.12 to register to 5GC via N3IWF and establish corresponding PDU sessions. The data traffic over the PDU sessions are protected by IPSec between the Remote UE and N3IWF.    

The N3IWF provides NAS connectivity to the 5GC and end-to-end security for Remote UEs (see figure 6.x.1-1) via UE-to-NW Relay Access. The N3IWF treats the Remote UE as any N3GPP UE, i.e. there is no impact on N3IWF.
Remote UE supports the PC5 procedures as defined in solution #6 in clause 6.6 for obtaining UE-to-NW Relay access. 
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Figure 6.x.1-1: Non-roaming Architecture model using N3IWF with UE-to-NW Relay Access

Since this solution is optional, not all UE-to-Network Relay provides the PDU session to access to N3IWF.. 
Editor’s note:
The criteria and policies used by a Remote UE to decide between a secure N3IWF or otherwise need to be defined.
Editor’s note:
The criteria and policies used by a UE-to-Network Relay to offer secure N3IWF access or otherwise need to be defined.
UE selection of the N3IWF follows the regulatory rules of the country where it is located, and when required by the regulations the Remote UE only selects a N3IWF within the local country.
QoS differentiation can be provided on per-IPsec Child Security Association basis. N3IWF determines the IPsec child SAs as defined in TS 23.502 [3] clause 4.12. The N3IWF is preconfigured to allocate different IPsec child SAs for QoS Flows with different QoS profiles. 
NOTE: 
In case the Remote UE and Relay UE registered to different PLMNs, there need to be SLA established to governed the QoS handling, e.g. when the Relay Service Code (RSC) is configured. The SLA can include the mapping between the DSCP markings for the IPsec child SAs with the Remote UE and the corresponding QoS, and N3IWF IP address(es). The non-alteration of the DSCP field between N3IWF and the Relay UE's UPF is also assumed to be governed by an SLA and by transport-level arrangements that are outside of 3GPP scope. The packet detection filters at the Relay UE's UPF can be based on the N3IWF IP address and the DSCP markings.
The 5GC to which the UE-to-Network Relay registers and the 5GC to which the Remote UE registers may be the same or different. The solution does not mandate the Remote UE to be served by the same PLMN as the Relay UE.   
6.x.2
Protocol stacks
When access to N3IWF is used, the ProSe 5G UE-to-Network Relay shall be able to relay both control plane (NAS) and user plane unicast traffic (UL and DL) between the Remote UE and the network towards N3IWF. One-to-one Direct Communication is used between Remote UEs and ProSe 5G UE-to-Network Relays for unicast traffic as specified in solutions for Key Issue #2.

Remote UE and 5GC reuses the procedures defined in clause 4.12 of TS 23.502 [8] for supporting Registration and connection management from Remote UE to the 5GC over 5G ProSe UE-to-NW Relay access. Remote UE establishes signalling IPsec tunnel with the N3IWF over UE-to-NW relay access using the IKE procedures. Also, similar to untrusted non-3GPP Access, subsequent NAS messages between the UE and N3IWF are exchanged via the signalling IPsec SA over TCP/IP. The control plane protocol stack before establishing IPSec tunnel and after the setup of IPsec tunnel are same as the untrusted non-3GPP access protocol stacks and are shown in Figure 6.x.2-2.
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Figure 6.x.2-2: Control plane protocol stacks between Remote UE and N3IWF for L3 UE-to-NW Relay Access

Remote UE supports NAS MM (after registration), SMS and PDU Session establishment/modification/release procedures with the 5GC for the Remote UE traffic by transporting the corresponding NAS Signalingover the signaling IPsec tunnel established with N3IWF.

Remote UE transmits/receives the UP traffic over the Relay's PDU session(s) established for the Remote UE traffic over PC5 UE-to-NW Relay path via child IPSec SA tunnel to the N3IWF. The PCF may provide corresponding URSP rules to assist the Remote UE to identify the services that requries access to N3IWF. In the deployment, the Relay UE's UPF and N3IWF may be collocated. 

The user plane protocol stack for L3 UE-to-NW Relay access via N3IWF is same as the user plane protocol stack for untrusted non-3GPP access and is shown in Figure 6.x.2-3
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 Figure 6.x.2-3: User plane protocol stacks between Remote UE and N3IWF for L3 UE-to-NW Relay Access
The solution is transparent for NG-RAN. The NG-RAN (gNB) does not have any different treatment for the Remote UE's traffic comparing to that in baseline Layer-3 UE-to-Netowrk Relay soutions, e.g. described in clause 6.6.
Editor’s Note: Whether there is potential impact from this solution, in terms of the overhead introduced by N3IWF access and L3 IP relay over the radio interface (esp. over PC5), should be evaluated by RAN WGs (at least in terms of radio efficiency, latency and reliability).
Editor’ Note: it is FFS how mobility restrictions will be imposed and enforced on the Remote UE 
6.x.3
Procedures

A 5G ProSe UE-to-Network Relay capable of access to N3IWF may register to the network (if not already registered) and establish a PDU session enabling the necessary relay traffic to the N3IWF. The 5G ProSe UE-to-NW Relay may need to connect to additional PDU session(s) or modify the existing PDU session in order to provide relay traffic towards Remote UE(s). 
As an option, the ProSe UE-to-NW Relay may use two different PDU sessions, one for NAS traffic of Remote UE and other for UP traffic of the Remote UE via N3IWF, if different handling, e.g. priority, is needed. 
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Figure 6.x.3-1: Remote UE 5GC Registration over L3 UE-to-NW Relay access 

1
Remote UE and 5G ProSe UE-to-NW Relay when in-coverage may perform Registration procedures and obtain the ProSe policy and URSP policy information. The ProSe policy and URSP policy indicate whether Remote UE should access 5GC via N3IWF for a particular service or service flow (indicated by URSP). Authorization and provisioning procedure may be any solution for key issue #1 and #3. 
Remote UE that has to operate out-of-the-box will be pre-configured with the ProSe policy and URSP policy information.

2-4. ProSe UE-to-NW Relay and Remote UE follow the procedures described in steps 1-4 in clause 6.6.2 Procedures, of solution #6: Layer-3 UE-to-Network Relay, with the below enhancements for N3IWF support:

-
the Remote UE and ProSe UE-to-Network Relay are configured (either via provisioning or pre-configuration) of the specific Relay Service Codes;

NOTE: the services requiring the access via N3IWF may be configured with the RSC(s) that can be served by the same Relay. 
5.
Remote UE selects an N3IWF and determines the N3IWF IP address.
Editor's note:
Remote UE N3IWF selection procedures are FFS. It can follow the N3IWF selection procedures defined in section 6.3.6.2 of TS 23.501 for untrusted non-3GPP access as baseline but modifications may be required.
6. 
Remote UE establishes signaling IPsec tunnel using IKE procedures with N3IWF and performs NAS Registration as shown in Figure 4.12.2.2-1 of TS 23.502 [8]. After the IPSec tunnel is established, Remote UE can perform any of the NAS procedures (incl. PDU Session establishment for the Relay PDU sessions) as specified in Section 4.12 of TS 23.502 [8]. 
IKE keep alive(s) between the Remote UE and the N3IWF are used for detecting possible path failure. The Remote UE may change Relay UE(s) while maintain the session with N3IWF when the Remote UE and N3IWF support MOBIKE. This is negotiated between the Remote UE and the N3IWF as specified in TS 23.502 [8], clause 4.12.2.2).
6.x.4
Impacts on Existing Nodes and Functionality
The solution has impacts in the following entities: 
5GC entitities (AMF, PCF, UPF): 
- Need to support the non-3GPP access via N3IWF as defined in TS 23.501 [6]
NG-RAN: 

-
Function on the solution adopted for QoS handling. 
N3IWF:

-
None.
Relay UE:

-
Configured to establish a PDU session for relaying (network configuration ensures that this PDU Session provides access to N3IWF). 

Remote UE:
-
Remote UE needs to support running at least Rel-15 defined procedures for untrusted non-3GPP access via N3IWF over L3 UE-to-NW Relay.

>>>>End Changes<<<<
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